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Abstract: Simulating the market demand and supply interaction on individual banks and applying econometric
techniques on the simulated bank data to statistically establish a significant operational relationship between the banking
industry and the real sector of the economy. Stress-testing models have also been developed for some aggregate banking
sector indicators for work. Cost and benefits of fraud detection solutions were evaluated to substantiate the business
justification and return on investment for building, maintaining and supporting fraud detection solutions. The NIST Big
Data Interoperability Framework and the DAMA-DMBOK framework were utilized to define the data ecosystem along
SiX perspectives—data sources, data governance, data quality, data storage, data privacy and data provenance. The
analysis included a taxonomy of financial fraud, and the definitions and characteristics of fraud detection, risk assessment
and fraud monitoring. Some of the trends emerging in the digital banking ecosystem were also discussed. Banks need to
achieve a balance in the prevention and detection of fraud, which is seen as never ending and deserves constant attention.
The playbook defines how the operation teams respond to fraud. Such resources should ideally reside in the same location
and have clear visibility for decision-making.

Given the extensive amount of available data, fraud detection solutions for banks require solid scientific foundations.
Data-driven approaches that leverage machine learning and data-mining techniques are therefore being explored as tools
for improving the prediction and detection of fraud events. Supervisory authorities require banks to incorporate fraud
detection systems into their digital banking ecosystems. Such Data Driven Decision Systems must be capable of
automatically detecting suspicious activity within acceptable limits of cost, accuracy, risk, coverage and performance
level without too many false positives and as few wrong flags as possible.

Keywords: Banking; Big Data; Cloud Computing; Data Mining; Digital Forensics; Decision Theory; Risk Management;
Real-time Analytics; Telecommunication; Fraud Detection.eva.

l. INTRODUCTION

The banking and financial services sector is experiencing rapid digital transformation, demonstrated by the widespread
adoption of online and mobile banking platforms. Much like e-commerce, which has witnessed skyrocketing growth in
recent years, the digital banking ecosystem is not impervious to malicious activities. The prevalence of fraud—enabled
by the convenience and anonymity of digital banking platforms—poses a substantial risk to customers, banks, and the
overall economy. It ultimately erodes customer trust and confidence in the banking system. Fraud detection is a key
business capability of digital banking platforms—as necessary as payment and transaction authorization. Burgeoning
digital interactions (transactions, accounts, devices, applications, and services) and advances in Big Data technologies
present a fertile ground for adopting a data-driven model for transaction fraud detection and prevention in digital banking.
The convergence of Big Data sets and technologies with data-driven decision-making methodologies, including Artificial
Intelligence (Al) and machine learning, enables sophisticated fraud detection and prevention solutions. These methods
leverage data from a wide range of internal and external sources, including an organization’s operations, customers,
employees, partners, suppliers, market, and ecosystem. Data-driven models are able to identify novel and known fraud
patterns, employing playbooks and rule-based detection systems. Sensitivity to fraud detection performance is ensured
by integrating business intelligence and analytics, financial metrics, and customer experience insights into a decisioning
framework.

Technologies @g Lg{g Use Cases
Hadoop >\§ Customer Personalization
Spark e Risk M:
par Big Data in isk Management
Cloud Computing Banking Operational Efficiency

Machine Learning Real-Time Analytics

Fig 1: Big Data in Banking
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1.1. Background and Significance

In the aftermath of the financial crisis of 2008, banks and other financial institutions began investing heavily in
information technology, hoping to derive new business models and avenues for profitability. These investments, aided
by the advent of big data and cloud computing technologies, led to the proliferation of digital banking model. Today, a
bank’s ATM and Internet banking channels are not just alternate channels, but are the primary channels for most
customers. The convenience and lower cost of these products were key factors in its success. With rapid evolution of
technology in these enabling channels, the nature of interaction with the banking systems has changed. Customers now
rely more on the bank’s mobile banking and internet banking application or a third-party payment gateway to conduct
banking transactions. Banks continue to encourage customers to transact through these digital channels because it reduces
operation and transaction costs and allows for more personalized services. However, the growing importance of digital
channels has also attracted fraudsters to exploit weaknesses in the banking system and technology to steal customer
credentials, create unauthorized transactions, and gain from the banking system fraudulently.

Consequently, fraud detection in digital banking channels has become a critical area of research for a safe and secure
digital banking ecosystem. This research is especially relevant given the continued use of digital channels during the
COVID-19 pandemic. To ensure a secure digital banking environment, there is a need to adopt and operationalize Big
Data-based fraud platforms that incorporate a fraud detection and alert generation ecosystem for early warning and
detection of digital banking fraud. An ecosystem-specific fraud framework for digital banking, covering aspects such as
data sources, data quality, model building, operationalization, impact on customers and the economy, and the challenges
and limitations of a Big Data-based fraud detection system, is explored.
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1.2. Research design

Fraud detection in digital banking systems constitutes an interdisciplinary domain connecting banking and data science.
A holistic perspective brings together research in fraud detection, banking, and Big Data technologies. A formal system-
of-systems framework capable of integrating aspects of these domains facilitates data-driven fraud detection in digital
banking environments. Scanning the literature on these topics unveils the nature and scope of the problem, the data
ecosystem and governance, methods and algorithms, evaluation criteria and benchmarking, governance and risk
management, and the impacts of fraud-detection models on fraudsters and genuine users.

Fraud detection and management in banking systems encounter inherent difficulties. Fraudsters’ intent is to exploit
emerging technologies, systems, and their vulnerabilities to perpetrate malicious acts. They continually adapt their modus
operandi to avoid detection, while the chance of wrongful allegation increases for innocent users. Technology companies
do not possess the banking expertise to identify fraud. Banks are experienced in detecting fraud but lack the scale,
expertise, and technology to leverage data for adequately predictive models. The solutions built in isolation by the
banking ecosystem are largely ineffective. Thus, a unique system of modern Big Data technology, complete with data-
capture, storage, analysis, and actuation capabilities, is essential for data-driven banking fraud detection.

1. THEORETICAL FOUNDATIONS OF FRAUD DETECTION IN DIGITAL BANKING

Fraud encompasses intentionally deceptive practices that target enterprises and individuals, often exploiting the
asymmetrical access to information and capabilities. Potential fraudsters are often enabled by an organizational structure

Copyright to IJIREEICE IJIREEICE 120

This work is licensed under a Creative Commons Attribution 4.0 International License


https://ijireeice.com/

ISSN (Online) 2321-2004
I\] I R EEI C E ISSN (Print) 2321-5526
E International Journal of Innovative Research in
- Electrical, Electronics, Instrumentation and Control Engineering
IJIREEICE
Vol. 8, Issue 12, December 2020

DOI 10.17148/1JIREEICE.2020.81213

that allows for breaches of trust. The space of fraud in financial services is considerably wider than pure fraud against
users, illustrated by the following taxonomy from the Australian Fraud and Cyber Crime in the Financial Sector. Here
fraud is categorized into eight types with relevant sub-types: (1) Identity theft and impersonation fraud (Application
fraud, Account takeover, In-person impersonation fraud, Triage impersonation fraud); (2) Authentication manipulation
fraud (Account credential theft, Phishing fraud, SIM swapping fraud); (3) Account takeover fraud; (4) Cyber fraud
beyond the financial institution; (5) Employee fraud (Dishonest insiders, Abuse of position for gain, Facilitation of fraud);
(6) Fraud against the organizations' customers; (7) Fraud against the organizations' funders; (8) Insider fraud.

The challenge of detecting and preventing such fraud in real time is growing with the increasing reliance on technology
to evolve and conduct transactions. Authorities also monitor and assess how disruptive technologies, industry changes,
and consumer behaviors contribute to enabling, preventing, and detecting fraud. Fraud is becoming a major concern
across digital ecosystems, leading to rising concerns for customers and adverse cost-benefit ratios for organizations,
customers, and ecosystems reconfiguring to incorporate formal BDA command centers and teams, regardless of industry
The Big Data Analytics ecosystem reflects the existing, available, and future repository of digital (structured and
unstructured) transactional data for organized investigation, detection, and prevention of these illicit practices with
technology supported capability for processing and analyzing at an enterprise level.

2.1. Definitions and Taxonomy of Financial Fraud

Fraud constitutes a wide range of deceptive acts. It is difficult to capture all instances of fraud with a comprehensive
definition due to the diversity of motives, methods of execution, and areas of influence. Despite this, most definitions
center on four essential concepts: deceiver, deceived, method of deception, and resulting damage. VBA defines fraud as
a deliberate portrayal of falsehoods intended to benefit oneself and harm others. The American Law Institute, citing moral
culpability, emphasizes deceit as the basis of punishable fraud. Koller provides a broader categorization of fraud in
banking, distinguishing between external fraud (e.g. identity theft) and internal fraud (e.g. embezzlement).

A formal classification of fraud forms the basis for developing a fraud information system, where financial crime is
classified into money laundering, fraud, corruption, and production fraud, and banking fraud is categorized into external
and internal types. The digital banking business processes most affected by fraud are identified, with an academic
examination of the implications of banking product development selecting fraud prevention as the most essential design
variable. Cybernetic theory forms the basis for defining financial fraud as an information transmission and control
imbalance between the deceiver and person deceived, which is exemplified by ten key forms of cyber fraud.

Financial fraud is also presented in relation to other banking and business functions, which permits a strategic analysis
of fraud management under the four categories of banking crime scheme, crime typology, fraud detection system (FDS)
configuration, and bank functional process. The well-known fraud triangle specifies three conditions that shape
conditions suitable for fraud: motive (such as financial problems), opportunity (due to organizational weaknesses or
overrides), and rationalization (such as belief that “everyone else is doing it”).

Equation 1: Precision, Recall, F1: derived step-by-step
Start from conditional probability:

Precision=P(y =11y =1)

Convert probability to counts:
e Theeventy = 1corresponds to all predicted fraud = TP + FP.
e  Within those, true fraud are TP.

So:

TP

P .. —
recision —TP T FP

Recall answers: “Among true fraud transactions, how many did I catch?”
Start from conditional probability:

Recal=P{H =1y =1)
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Convert to counts:
e y = 1corresponds to all actual fraud = TP + FN.
e Caught fraud are TP.

So:
Recall = —TP
T TP T FN
The F-score family is:
Fs=(1 ) P —
p=+h )BZP +R
where P =precision, R =recall.
For g = 1.
F ) PR
TP +R
Now substitute P = ———and R = ——:
TP+FP TP+FN
TP TP
Fo=2. TP+ FP TP+ FN
1 TP TP
TP+ FP TP+ FN
Factor TPin denominator:
TP?
(TP + FP)(TP + FN)
Fi=2 1 1
TP (7 7P+ TP T FN)
Cancel one TP:
TP
. (TP + FP)(TP + FN)
L =

(TP + FN) + (TP + FP)
(TP + FP)(TP + FN)

Cancel (TP + FP)(TP + FN):

2TP
F=e——————
2TP + FP + FN

2.2. Big Data Paradigms and Infrastructure for Banking

Big data paradigms provide the technological foundations for fraud detection in digital banking platforms. The advent of
the cloud, 10T, Big Data Analytics, Social Media, and Artificial Intelligence underpin a new digital paradigm. Digital
banking platforms operate in distinct but intertwined banking ecosystems: the bank—customer ecosystem; the bank—bank
ecosystem; and the bank—law enforcement and regulatory agency ecosystem. Detecting or preventing fraud requires
orchestrating the decision process across the three ecosystems, supported by a digital data ecosystem for fraud detection.

Digital banking fraud detection can be conceptualized as a risk management process based on Big Data. A digital risk
management architecture provides the blueprint for representing the preliminary game plan. Digital fraud detection
constitutes only one of the many processes and data-empowered capabilities needed to transform traditional resources,
risk management, and banking methodologies into a digital-first environment. Banks and banking regulators are gradually
shifting their operational mindset toward thinking in terms of a data-as-a-service strategy, which allows them to focus on
data ecosystems for a wide spectrum of services, products, and high-impact use cases. A data ecosystem for fraud
detection integrates multiple types and sources of data from a wide array of partners, harnessing the datasets through Big
Data paradigms, technologies, and analytical platforms.
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11. DATA ECOSYSTEM AND GOVERNANCE FOR FRAUD DETECTION

A comprehensive fraud detection framework in digital banking relies on data from multiple internal and external sources.
Data sources such as transactions, device information, network patterns, and location information provide a context for
assessing fraud risk. Data from social networks helps to obtain user information and rank that information, while data
from the internet of things indicates a user's everyday behaviors. However, fraud detection systems frequently focus on
internal data, leading to fraudsters exploiting the evident patterns.

Detailed information about the user fraud ecosystem is essential for decisioning systems to adopt an attack-playbook
methodology, wherein the risks and modes of operation for different fraud scenarios are established. Proximity playbooks
identify fraud by exploiting the consumer's relationship with another party involved in the transaction. The accuracy and
reliability of data for decision-making is vital. Continuous monitoring of data sources and strict governance policies
ensures that only data with the due diligence sign-off is utilized for implementation. Similarly, provenance tracking aids
regulatory and compliance requirements, ensuring that customer and third-party data privacy laws are not violated.

3.1. Data Sources and Collection Methods

All types of big data and fraud detection require data sources and collection methods to be defined and planned. For big
data, a variety of external sources including data feeds, clouds, and web scraping mechanisms can augment internal
sources. Data sources must therefore be identified (including cybersecurity data), data collection methods and
mechanisms determined, and be integrated into a data ecosystem. A multitude of data sources currently exist within
banks: e.g. transaction logs; usage logs; customer profile databases; performance databases; credit Bureau databases;
customer declarations; account opening data; KYC/AML data; behavioral biometrics; cookies (including geo-location);
device fingerprints; and social networks. A smart fraud solution can take all these internal data sources (and possibly still
many others) into account. In addition, such a solution should consider taking many external sources into account and
combining them to enrich the decisioning framework and improve fraud detection.

The analysis of digital financial services has demonstrated that a multitude of big data sources can be captured for the
fraud detection system. External data sources that can be collected from the web and the dark web can also be applied to
the fraud detection framework. Indeed, the definition of data sources and collection mechanisms can be formalized for
any type of big data. Consequently, the identification of data sources is only a small part of the quest for data quality.
Data-pipeline quality also includes the reliable sourcing of data (data provenance), the treatment of sensitive information
such as personal or financial data in line with data protection regulations (data privacy), and the design and management
of the data environment in line with data governance best practices.

Data

ot
Collection Ingestion &

Fig 2: Big Data Architecture for Fraud Detection and Prevention in Banking

3.2. Data Quiality, Provenance, and Privacy

Fraud detection in digital banks requires sufficient data of high quality, both to train models effectively and to make real-
time predictions. Data testing is essential to ensure quality. Unfortunately, while testing can detect discrepancies in data
ranges and patterns, it provides no assurance of detection for data quality in real time or production. For both training
and deployment, data must be exhaustively validated and any known bias minimized. Provenance represents the lineage
of information, detailing how it was created. In fraud detection, provenance establishes trust. Finally, preservation of
privacy is an absolute requisite during data collection, storage, and access.

Data quality is discussed first in terms of common characteristics and criticality. These issues are followed by an
exploration of provenance, or information lineage, and privacy, both of which shape perception to the end user. Quality
is more about data testing and validation, while provenance and privacy are addressed as enablers supporting trust in
decisioning frameworks. A poor-quality dataset results in model training that does not yield a good fit and thus a weak
model. In deployment, untested models can still produce results; however, these results will not be reliable. The only
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type of quantitative assessment data quality undergoes prior to modelling is descriptive, which provides the user with
high-level information on the data set or merely reveals unexpected or implausible data.

V. METHODOLOGIES AND ALGORITHMS FOR FRAUD DETECTION

Fraud detection systems call for sophisticated detection methodologies. The choice of methodology depends on the
characteristics of the underlying data and the amount of task-specific labelled data available for training. Fraud detection
faces the challenge of an increased class imbalance between legitimate and fraudulent accounts, with few instances of
fraud being known. The detection of rare events in the dataset requires appropriate methodologies.

Supervised and semi-supervised fraud detection methods use the labelled fraud instances to extract parameters used for
detection, while unsupervised and anomaly-based detection methodologies avoid the challenge of class imbalance by
considering Gaussian distribution for legit data description. Supervised and semi-supervised approaches are particularly
effective when sufficient labelled fraudulent transactions are available. Such methodologies start by transforming the raw
transaction data into a new feature space boosted through domain expertise. Feature engineering involves the use of
custom transformations and aggregations, e.g., frequency-based, importance-weighted, or time-since-last granularity,
resulting in a bank-specific latent space optimally adapted for fraud detection. Feature enrichment provides the detective
framework with a comprehensive set of customer behavior parameters. It serves both direct modelling and data-driven
selection of auxiliary data components. A combination of functions can be employed for data preparation using cutting-
edge Big Data tools (e.g., Spark).

Equation 2: FPR and ROC curve, then AUC
FPR answers: “Among legit transactions, how many did I wrongly flag?”

FP

FPRZP(},/\ley:O):m

If your model outputs a score s(x)and you classify fraud when s(x) = t(threshold t), then each tgives a pair:
(FPR(t),TPR(1))

where TPR(t) = Recall(t).
Plotting TPR(t)vs FPR(t)over all thresholds gives the ROC curve.
Geometrically:

1
AUC = f TPR(FPR) d(FPR)
0

Numerically (typical implementation), use trapezoids across points (x;, v;) = (FPR;, TPR;):

m—1 +
AUC = Y (g = x) - 2L
i=1

4.1. Supervised and Semi-Supervised Approaches

SEMA has become a platform for sales and marketing fraud amorphosizing where advertisements are technologies are
installed for the product base commercialization where datacenters of comprehensive traffics are built accomplished with
sustainable transactional operations. KEDRAP is the only core solution product which is site specific and connected to
the web dynamically with KEDRA as the master server masking the sectoral vision together contributing more towards
the classifier concept.

The task Assist offering ‘product three marketing’ is drastically different from the conventional marketing system of
consumers seeking famous and branded products. The NEW GENERATION firms/companies are putting their hard work
for years to replenish their product all over the world at less margin. This make the task Assist act as a medium to source
the brands from the manufacturers instead of searching the products of awareness. The genuine customers as per the
active KEDRA scanned traffics scoping same product are pushed to the product through their KEDRA installed accounts
along their scope activity.
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Formal and informal request of bulk purchase on the task Assisting site is done by the customers and the price will be
negotiated by the product owner to the concerned genuine consumer. In e-commerce no dependence on files and test
accounts but automated. For SEMASM using internet marketing no credit cards and mobile no. are integrated and no
need of online bank transfer. Legitimate members seeking “product” do not need to branch/submit anything for
admission. SYSTEM members selling items duly registered for online marketing have no dependency to wait for buyers.

4.2. Unsupervised and Anomaly-Based Methods Unsupervised learning techniques exploit unlabelled data and reveal
underlying patterns for later detection purposes. The lack of label also excludes supervised evaluation during training.
Silhouette score, Dunn index, Davies-Bouldin and Calinski-Harabasz metrics enable clustering quality assessment, while
various methods to identify and classify outliers can be applied. A big advantage inculcated by unsupervised approaches
is noise resilience, since they are trained on true positive as well as true negative examples. Data distribution and quantity
can be leveraged for patterns emergence via self-training or co-training. While self-training assigns pseudo-labels and
the classifier self-learns, co-training uses distinct classifiers and annotates conflicting predictions, e.g. through a graph-
based approach.

Anomaly detection aims to distinguish rare items. Unsupervised clustering tools (k-NN, k-Means) or rapid autoencoders
build simple models for a ‘normal’ class. A similar paradigm adopts a supervised approach, using real change events
(negative class) to learn a classifier. A density-distribution-based approach uses a differentiable distribution model as a
partitioning tool and is ameliorated by KD-Trees. Anomaly detection using deep generative models jointly minimizes
the data reconstruction loss and a data-oblivious Kullback-Leibler divergence to train, while procedure based on a
Wasserstein distance associates labels with the nearest high-density regions via a two-level risk function.

Transaction networks also disclose useful relations. The attribute-pattern-relationship triplet associated to each network
component can classify nodes or edges by trait or pressure type. Communities serve to generate new nodes and edges,
impute attributes and detect malicious nodes, or to dispatch volume and time-weighted anomalous edges.

Precision/Recall/F1 vs threshold (synthetic example)
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V. EVALUATION, VALIDATION, AND BENCHMARKING

Fraud detection, like other ML tasks, can be assessed in terms of the four basic properties of predictive models:
calibration, discrimination, outcome accuracy, and prediction accuracy (Disease, 2008). However, these general
properties should be considered in light of the specific business, regulatory, stakeholder, and operational requirements of
the detection and prevention process within the broader context of the governing life cycle playbooks for fraud.

Dangers of Over-Sensitive Detection

The development and monitoring of any detection model should be preceded by a stakeholder workshop that agrees on
the acceptable metrics for performance evaluation. For supervised detection, stakeholder agreement should then be
followed by investigation, detection—decisioning playbook creation, and benchmarking against data obtained prior to the
use of any playbooks and used for expense-booking and regulatory reporting purposes.

Discriminative metrics are most useful when assessing any playbook at a level above the component detection model.
High accuracy rates should be treated with caution, since it is the cost of false positives that usually drives the creation
of a playbook rather than avoidance of false negatives. Conversely, a very low detection rate or success ratio is almost
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certainly a cause for concern and should require additional scrutiny, even when any loss can be handled by a fraud-
booking model. In an ethical environment, detection should be considered for improvement when the cost of false
negative frauds exceeds the cost of false positive false alarms.

Isolated detection components in such playbooks should be assessed using precision, recall, and F-score (Cong, 2015).
Such examination also enables insight into which data fields in playbooks warrant augmentation via change detection to
increase the proportion of fraud cases detected. These three metrics should be focused upon highly unstable detection
fields, where prediction accuracy is low and variations in pattern and model threshold level unreliable. These data fields
are often excellent candidates for inclusion in detailed anomaly detection playbooks.

5.1. Metrics for Fraud Detection Performance

The performance of fraud detection systems must be evaluated with care due to the critical economic, reputational, and
regulatory consequences of misclassifications. In applications like credit card, insurance, or online transaction
applications, predicting negatives is much easier than predicting positives. The quantity of negative cases on a typical
labeled dataset is usually many orders of magnitude larger than the number of positives. Even with large Datasets, Fraud
models tend to see only a fraction of these negative cases; therefore, high true-negative prediction rates are usually not
that insightful. This is especially problematic when estimating performance using cross-validation. For many individuals,
it can be thought of as shooting fish in a barrel, but for the target group, especially during the timeframe of those
highlighted events, those fishes can be a prized catch, bringing fraudulent return. False positives also carry some
economic cost, but for these individuals, the targeting is inversely related to the probability that they are indeed a backdoor
suspect.

The detection of fraudulent online activities can tackle four key areas: detection of blackhat SEO, click-fraud detection,
spam detection, and bot detection. For detecting fraudulent online activities, specialized datasets spanned over the four
key areas are collected and Multi-class Cross Domain Embedded Costume—based-paradigm is employed. The context
information of the data risk domains is utilized to realize direct supervision to address the challenge of multi-class
imbalance. The outcomes are evaluated in the light of area under the ROC curve (AUC), precision, recall, F1-score, and
Cohen’s kappa and utilized for analyzing detection across domains.

5.2. Datasets, Standards, and Benchmarking Platforms

The evaluation and validation of fraud detection algorithms remain as challenging for practitioners as they are for
researchers. Data are often proprietary; hence, researchers do not have access to the many tagged examples that would
permit central authorities to define necessary performance benchmarks. Decision-makers, for their part, may be engaged
in a criminal financial activities themselves. Efforts to create standard datasets that would enable better validation and
systematic comparisons remain few.

GAIA, a GAIA Data Curation & Enrichment Framework styled clustering-centric data store, is mentioned in the data
source discussion; relevant naturalistic dataset is also referenced there. SNAP contains datasets for general-propose
anomaly detection. DeblurFAS is relevant for face anti-spoofing, supporting learning and testing both on real and
simulated suspended data. CVC-FaceL.ive 3D, part of CVC-Face, can be used to train detection schemes in a supervised
way. Speaking more generally, the AMIRAD-D dataset is specifically designed to allow the testing of the face anti-
spoofing problem in both the seen and unseen settings. MNIST, while not directly application-centric, serves for
evaluation/verification purposes.
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Fig 3: An épproach to benchmark fraud detection
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VI. GOVERNANCE, RISK MANAGEMENT, AND OPERATIONALIZATION

A successful strategy for fraud detection requires not only the quality of algorithmic detection of fraud events but also
the associated governance and operational processes. These processes may be defined by, but are not limited to, the
deployment of fraud playbooks, model monitoring and decisioning frameworks, and the infrastructure for fraud detection
performance management.

Fraud detection is not a standalone activity. The fraud detection results influence business decisions within the enterprise,
both directly and indirectly. Such decisions are either automated or elevated to decision-makers within the enterprise. As
such, each major type of fraud detection activity can be associated with a fraud playbook, a repository that contains the
various dimensions of the fraud detection cycle specific to that type of fraud detection, linking detection to action. The
fraud playbook contains sections on detection, model development, model monitoring, and decisioning frameworks.

6.1. Fraud Playbooks and Decisioning Frameworks

Fraud detection models inform business stakeholders of potential fraud when transactions with sufficient confidence
satisfy a detected fraud risk. These outputs are supported by technical fraud playbooks—decisioning frameworks that
define risk levels, probabilities, characteristics, conditions, actions, and rationales—structured for business interaction.
The playbooks define the nature and extent of fraud in business terms, enabling sensors to deliver risk alerts and detect
limitations. Based on playbook specifications, a filtering model identifies cost-effective alerts based on business actions.
Alerts passing the filter are routed for action assignment and operational response management.

Operational response plays are closely aligned with pre-integration business action requirements. Each play defines roles
and responsibilities for enacting the response to underlying business needs. The plays represent the course of action and
are designed to address alerts with other activated response pathways. New plays can be defined, based on operational
management requirements, and form part of operational test/dev frameworks, enabling proactive identification and
resolution of grouping issues within alerts.

Equation 3: Cohen’s kappa: derived step-by-step

TP+TN
Po= TN
Let:
o True positive rate in data: p,—; = TP;FN
e True negative rate in data: p,—, = e
e Predicted positive rate: py—; = TP;FP
. . TN+FN
e  Predicted negative rate: py_o = ~

Chance agreement:
Pe = Py=1P9=1 T Py=0Py=0

Do — Pe

K =
1_pe

6.2. Model Deployment, Monitoring, and Explainability Model deployment, monitoring, and explainability are crucial
aspects in the operationalization of big data-driven fraud detection systems in digital banking platforms. The development
of a fraud detection model is usually just one piece in a complex ecosystem of people, processes, and technology designed
to minimize the occurrence of financial fraud while limiting the impact on legitimate customers. To realize business
value, success means running and embedding the model into operations in a way that fraud detection decisions are made
quickly, accurately, and consistently for every transaction. However, even the best fraud detection models suffer from
the problem of spurious correlations that can remain undetected for several months until a fraud playbook (decision
frameworKk) is created for a specific model output. A decision framework determines when to make a high-cost decision
based on the output score of the fraud detection model.

Once deployed, models must be monitored to uncover any underlying frauds that may not have been detected. Common
reasons for the operational failure of production models include model drift in the statistical properties of the input data
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(distribution shift), model degradation (loss of predictive accuracy), concept drift (change in the relationship between the
input data and the predicted output), environment changes or other new factors present in the real-world data, and
unknown unknowns (changes in the environment that have not yet been included in the data). Auditability,
interpretability, and explainability are burgeoning terms frequently used by business stakeholders and regulatory bodies
for evaluating machine-learning models (particularly black-box models such as neural networks). Auditability refers to
the design of models such that their operation can be subjected to review and control. Monitoring focuses on the
observation of specific metrics that indicate the risk level of using the model. Explainability is concerned about the extent
to which a human could understand why the model took a specific decision.

VIL. IMPACTS ON DIGITAL BANKING ECOSYSTEMS

Digital banking fraud detection directly affects customers, banks, insurance firms, and the entire ecosystem. Losses from
undetected fraud incidents reduce customer funds, while investigating suspected fraud events raises operational costs.
Research indicates that a single suppression can save operating costs exceeding the transaction amount. Consequently,
customers' willingness to pay depends more on the performance of the fraud detection system than the risk of a false
positive. Strong performance in these playbooks not only supports business goals but also enhances customer trust.

The growing number of systemic online fraud cases has resulted in substantial losses for banks' insurers. Although banks
generally do not incur direct losses from fraud, they still factor insurance costs into customer loans. Consequently, higher
reported fraud losses exert upward pressure on bank financing costs, prompting banks to take action and maintain
insurance claims within reasonable levels. Big data algorithms and playbooks that reduce fraud detection-related losses
will also lessen the financial burden on insurers, ultimately benefitting customers and the whole economy.

7.1. Customer Experience and Trust

The capability of fraud detection systems to achieve a high detection rate with minimized False Positive Rate (FPR) is
critically important for a good customer experience. Despite their considerable impact on customer satisfaction and
business reputation, fraud detection systems are not able to demonstrate the same level of consideration for customer
experience that other platforms like ChatGPT do. It has been shown that fraud detection systems exert significant
influence on customer churn and that among customers who leave the platform, a higher proportion is dissatisfied with
the ML-based fraud detection compared to the business-as-usual policy. Not only automated systems suffer from this
effect, but also human analysts often create troubles for legitimate customers. Specifically, empirically-based decision-
making frameworks for detected fraud attempts from third parties allow for better customer experience than rules with
high adherence. The lack of a satisfactory experience reflects on customers’ perceived trustworthiness of the bank system.
Lessons from the AutoFraud project exemplarily demonstrate that trustworthy fraud detection systems contribute
positively to customer perceived trust toward the digital banking ecosystem. Thus, trustworthiness should be considered
when devising fraud detection, prevention, and risk management playbooks.

As financial fraud, in all its forms, is today considered one of the major impediments to the actual development of digital
banking ecosystems, extensive reviews summarize the possible impacts on banking operations. On the one hand, the
losses incurred by these criminal acts represent a significant decrement in the expected revenues; on the other hand, the
effort must be supported in terms of personnel, tools, and image capital. Although the efforts to avoid being defrauded
must be recognized as an operational cost, they remain hidden to the customers. When fraud events occur, especially
when fraud is attempted but not successful, customers typically become dissatisfied with the institution, even if they are
not legitimate victims.
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Fig 4: Customer Experience and Trust
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7.2. Economic Implications and Cost-Benefit Considerations

Economic considerations are a primary driver for fraud detection investments. Fraud detection must be risk-based and
solution costs must be weighed against benefits. Businesses incur a proportion of losses from fraud, such as merchants
absorbing card-not-present fraud losses.

For fraud incidents resulting in losses, the total cost, rather than just the loss amount, should be considered. Lost revenue
represents the sum of future profit associated with the lost customer. Fraud detection should include the associated
monitoring cost. Investments that surpass a fraud limit represent a poor business decision, resulting in lost revenue
exceeding the detect-and-mitigate costs.

Conversely, ignoring fraud and risk management bears its own costs. Customers expect e-business to provide low fraud
loss rates, which they link to the level of security provision. High vulnerability and unwillingness to pay for
trustworthiness will discourage customer use. Therefore, developing suitable detection models is important for business.

VIII.  CONCLUSION

The extensive use of the Internet, smartphones, tablets, and sensors in various areas of society has resulted in the
generation of a large volume of data. The e-commerce business is constantly growing and merchants are increasingly
accepting payments through the Internet. Nevertheless, the opportunities offered to the honest users of these online
services are also tempting for malicious agents. Fraud, which is an illegal activity carried out with malicious intent,
always occurs in society and manifests itself through various means, which can be financial, corporate, credit card,
identity, etc. Banks and financial institutions are constantly in front of collecting, analyzing, and responding to the data
generated. Fraud detection constitutes one of the more challenging elements. The quality of a bank’s fraud-detection
model can be associated with its survival and can reflect the institution’s financial strength.

Since the 1970s, fraud detection mechanisms have been developed and used in banks with varying performances and
applications. The adoption of Big Data in banks and payment providers has allowed the continuous and real-time honing
of these fraud-detection models. However, although banks store and manipulate terabytes of data every day, many still
do not have an ideal fraud-detection model that is operationally applied for all areas of a digital banking ecosystem. In
recent studies, Big Data-based fraud detection has been systematically reviewed with a focus on external payment fraud,
or partner fraud, in digital banking ecosystems.

8.1. Emerging Trends
Emerging trends affecting the digital banking ecosystem are reflected in five key areas: improved customer experience,
evolving decisioning frameworks, risk-based governance, product evolution, and cost-benefit challenges and solutions.

First, continuous improvement in user experience remains a top priority given the competitive nature of the industry. In
this regard, improved fraud detection and prevention mechanisms are especially important for enhancing customer
satisfaction and trust. Decisioning frameworks evolve to incorporate advanced capabilities in real-time data integration,
risk and fraud management, machine learning, and cognitive analytics, allowing banks to successfully balance customer
experience and risk, deploying the best possible combination of trust versus friction for any set of interactions.

Second, with fraud ever-present in the digital arena, risk and fraud management are now regarded as fundamental
elements of the digital banking experience. Fraud playbooks have emerged as repositories of decisioning rules, heuristics,
and patterns pertaining to the operational handling of fraud risk across product lines and customer journeys. Built upon
these structures, optimally configured integrated fraud risk frameworks enable a bank to maintain a robust digital
experience in real-time while safeguarding stakeholder interests.

Third, as banks continually update and enhance their digital offers, a flexible fraud detection and prevention solution
provides significant support. Such an infrastructure connects to various digital data sources, exposes online and batch
integration capabilities, and evaluates rules, models, and playbooks as simple, configurable, modular services. Finally,
preparing for the next major economic downturn is a focus of every bank. Globally, banks continue to add operational
expenditure, but revenue growth is difficult. As a result, a strong focus on cost-benefit analysis and impact assessment
has emerged, especially for new investments, with technology capital and operational spend carefully reviewed.
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