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Abstract: The rapid growth of healthcare-related data and research prompts investments in data storage infrastructure. 

Cloud systems offer on-demand storage and cost savings through resource pooling; however, service outages may prevent 

access to stored data, especially during clinical emergencies. Data must comply with privacy regulations, requiring 

patients’ consent for cross-region data transfer routing. Moreover, data distribution across multiple geographic regions 

delays access. A proposed system architecture employs location- and tier-agnostic data generators, along with ingestion 

pipelines that validate and normalize data for storage. 

 

Healthcare data can be contracted to clouds run by third-party service providers. Although such systems reduce costs 

through resource pooling, they incur additional overhead for wide-area data accesses. The main cloud storing and 

managing the data must guarantee permanent access for the data owner, incorporating adequate penalties in service-level 

agreements (SLAs). Provided that the main cloud site is operational, sensitive data are stored there. Other clinical data 

can be accessed from replicas kept in other regions under a different privacy regime. Availability and consistency 

requirements therefore do not always match in low-cost cross-region accesses. These trade-offs must be managed 

appropriately. 
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I.  INTRODUCTION

 

The growth in the adoption of cloud storage by healthcare organizations has been primarily driven by three main factors. 

First, the onset of new laws and regulations centered around data protection and privacy, such as the General Data 

Protection Regulation (GDPR) in Europe or the Health Insurance Portability and Accountability Act (HIPAA) in the 

USA. Second, the need for enabling data sharing and analysis between organizations and departments, which would pave 

the way for new insights and create synergies while facilitating data maintenance and disaster recovery. Third, the ability 

to provide new services (e.g., big data analytics, machine learning, AI) at a lower cost by using cloud storage, where the 

capital expenses can be transferred to operational ones. Nevertheless, the storage capacity is growing at an exponential 

rate. According to the International Data Corporation (IDC), the global data sphere is expected to increase from 33 

zettabytes in 2018 to 175 zettabytes by 2025, with the healthcare data of other body reach the 35.3 zettabytes mark by 

2025. The efficiency, cost, access latency, and reliability of data stored in the cloud are crucial points that need to be 

analyzed and handled properly. 

 

Continuous integration of greater volumes of sensitive data into the cloud perpetuates an upsurge in sensitive data 

breaches, making privacy-preserving health data storage in the cloud more imperative than ever. Privacy-preserving data 

compression, encryption, and deduplication emerge as attractive techniques as they minimize the cost associated with 

privacy-preserving data outsourcing while maximizing the security of the data's information content. The smart 

healthcare system provides healthcare as a service, using advanced technologies such as the Internet of Things (IoT), 

which helps monitor the patient's condition. The system continuously monitors the patient's health status and stores the 

data in a cloud server for later use. A smart hospital is a cloud-based healthcare system that is not limited to a particular 

city or country. It can handle any patient's data from anywhere in the world. 

 

Patients with severe problems can communicate, diagnose, and even book for treatment through the cloud healthcare 

system. Emergency communications can solve important health issues. Continuous monitoring of patients helps in 
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finding issues early, reducing death rates. The patients' data are stored in a data repository within the cloud with high 

security. The problem is to provide both security and redundancy for outsourced data by using two data-duplication 

concepts. The healthcare data stored in the cloud undergoes two-step data compression by using the file descriptor to 

avoid high cost for storing data in the cloud while maintaining the security integrity. 

 

1.1. Overview of the Study 

Building a reliable, efficient, and legal cloud-based data storage infrastructure for a national healthcare center poses 

several challenges. Its big data management needs involve regulatory compliance, data access management, cost control, 

and unexpected egress charges from cloud providers. A high-level architecture that includes data generators or producers, 

ingestion pipelines, storage-tier management, data-placement and replication strategies, and optimization techniques for 

data storage is examined, enabling a growing healthcare center to refurbish the infrastructure iteratively as needed. 

 

Recent years have seen the emergence of a new cloud-based data-storage and management paradigm, in which big data 

generated by the healthcare sector are stored and managed in cloud storage, supported by various classification and 

extraction pipelines. Providing necessary guidelines and architectures is essential as cloud-based healthcare services 

continue to grow. Like all public clouds, hyper-scaled clouds that serve big-data applications for the healthcare sector 

have their own limits. There are regulations governing patient data, different levels of data sensitivity, privacy assurances, 

egress charges, and various other conditions or policies that prevent all data from being stored in a single cloud storage 

deployed in a single zone. 

 

 
Fig 1: Sovereign Health Clouds: A Multilayered Architecture for Regulatory Compliance, Cost Optimization, and 

Scalable Data Management in National Healthcare Systems 

 

II. BACKGROUND AND MOTIVATION 

 

Regulatory efforts such as the Health Insurance Portability and Accountability Act (HIPAA) in the United States and the 

General Data Protection Regulation (GDPR) in the European Union necessitate that sensitive health information is stored 

in a secured manner. Sensitive medical data combined with the high demand for fast responses to medical applications 

clearly indicate that cloud data cannot just use the public cloud that is available. On the other side, public clouds provide 

an easy-to-use, flexible solution that requires no capital investment and pays for what you get program. Handling and 

management of cloud data is crucial. A negligence of cloud management can lead to far-reaching consequences. 

 

The availability of cloud services has significantly simplified the collection of medical data. However, the rapid growth 

of health data has also raised concerns regarding high latency in health-related applications, redundancy in data storage, 

reliability, and correctness of information. Privacy issues mean that the data should be stored securely and according to 

jurisdiction in appropriate locations. Health data is supplied by different organizations/devices with different sensibilities. 

Such compliance requirements must be respected when the data is stored in the cloud." 
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Equation 1) Storage-size reduction equations (compression + dedup) 

 

The states compression reduces storage and I/O, but adds CPU overhead. 

Step 1: compression 

Let 0 < 𝑐𝑖 ≤ 1 be the compression factor for dataset 𝑖. 
 

𝑆𝑖
(𝑐𝑜𝑚𝑝)

= 𝑐𝑖  𝑆𝑖 

 

Step 2: deduplication 

Let 0 < 𝑑𝑖 ≤ 1 be the dedup factor (after compression). 

 

𝑆𝑖
(𝑒𝑓𝑓)

= 𝑑𝑖  𝑆𝑖
(𝑐𝑜𝑚𝑝)

= (𝑐𝑖𝑑𝑖) 𝑆𝑖  
 

So the effective stored size is: 

𝑆𝑖
(𝑒𝑓𝑓)

= (𝑐𝑖𝑑𝑖) 𝑆𝑖  

 

2.1. Key Considerations and Challenges 

Five key issues must be addressed when designing a distributed data storage optimization scheme for healthcare cloud 

systems: First, users’ privacy concerns mandate that data be stored in a location that prevents unauthorized access; 

Second, given the sensitivity of the information, data must be placed in compliance with regional regulations such as the 

Health Insurance Portability and Accountability Act (HIPAA) in the United States and the European Union’s General 

Data Protection Regulation (GDPR). Third, to comply with hospital internal policies, some data and metadata cannot 

leave the local facility, making cross-site straggler mitigation difficult; Fourth, healthcare organisms have Service Level 

Agreements (SLA) with cloud providers guaranteeing high data availability. Data can only be temporarily deleted for 

resource-efficient use; lastly, healthcare organisms are heterogeneous, with regional hospitals collaborating on projects 

but maintaining independent systems. Diagnosis datasets consume memory while becoming stale, yet still provide 

insights if the latency of access is acceptable. 

 

Although the function of cloud storage is the same as for corporate systems, interoperability is more complex, given the 

diversity of data in the medical domain, the existence of multiple hospitals providing data to a higher-level organism, 

and the distinct and independent evolution of the storage systems in the latter. Data generators produce a varied mix of 

data (structured and unstructured), and all formats present high generation rates and velocity. Privacy, regulatory 

compliance, and the support of multiple hospitals are present in all data; therefore, the distribution of health information 

across multiple regions is mandatory for optimization. 

 

Tier Storage_$per_GB_month Read_$per_GB Write_$per_GB 

Hot 0.1 0.02 0.01 

Warm 0.04 0.01 0.005 

Cold 0.01 0.05 0.01 

 

III. RELATED WORK 

 

Related solutions can be grouped into four main categories. Data encryption, encryption auditing, encryption monitoring, 

and dumping compressed images to the cloud protect and encrypt sensitive data but still require decryption and keyword 

searches. To meet confidentiality and integrity requirements, sensitive medical records are encrypted and stored on the 
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cloud without adding additional load to cloud users. Label-based encryption also guards against decrypting privacy-

sensitive image data using set-sensitive privacy information without relying on pre-specified policies. The unevenly 

divided image burdens during data auditing can be efficiently reduced by logically dividing the image information into 

more modules and storing duplicate images on different cloud servers. Even though the data remains encrypted, plain 

keyword searches help rapidly retrieve, diagnose, and therefore, translation of patient-textured big data on third-party 

services. 

 

Second, the architecture of cloud computing combined with the terminal user's FGC is exploited to keep patient privacy 

while retrieving sensitive information. The concept of cluster centralization for similar records in terms of SMS messages 

and the nature of the encrypted cloud service for storing sensitive data with minimum utilization of disk space are cleverly 

combined. The third main approach is dedicated to the management of medical data in the external cloud services. The 

original dataset is securely compressed according to the inherent property of the required medical data distribution. Even 

without the secure tablet, emergency patients can enjoy a quick and high-quality message service through the core concept 

of cloud service. The fourth solution follows a governance model in which the cloud provider stores encrypted data and 

a trusted-third-party service provider collects the associated decryption keys. 

 

 
Fig 2: Privacy-Preserving Architectures for Medical Big Data: Balancing Encrypted Storage, Rapid Retrieval, and 

Distributed Governance in Cloud Environments 

 

3.1. Evaluation of Existing Solutions 

A multitude of architectural approaches and techniques exist to optimize data storage within cloud infrastructures, serving 

one or more of the listed design objectives. A prominent grouping focuses on cost-saving strategies, which may also yield 

performance improvements. Such solutions often reduce redundancy by consolidating excess data into hot, cold, and 

archive storage tiers or by grooming the data repository in general. Yet another facet of these techniques deals with 

ensuring availability while lowering operational costs by decreasing replication and storage consumption. These 

approaches often employ erasure coding to replace replication in a specific site. 

 

Other data governance solutions support requirements such as privacy and compliance in the health context. Privacy-

concerned data storages seek to balance secured data management and usability-enabling services, while GDPR-

compliant storage designs provide a comprehensive and seamless architecture for storing data subject to GDPR 

regulations. However, only a fraction of the solutions evaluate their approach against the different design objectives. 

 

Existing works generally fail to present a comprehensive, integrated system for positioning health data in the cloud, 

considering aspects such as sensitive data management, data compliance, availability SLA requirements, external 

management of data in the hot tier, data cross-site replication, and the above-mentioned cost savings. The absence of a 

dedicated health cloud storage system makes it hard to optimally manage the cloud infrastructure. A fully-fledged 
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solution enabling optimal position of health cloud data would therefore contribute to the design of such storage 

architectures. 

 

IV. SYSTEM ARCHITECTURE FOR HEALTHCARE CLOUD STORAGE 

 

The proposed solution encompasses a unified architecture for cloud storage that can accommodate distributed data 

generated by different entities in the healthcare sector, including hospitals, laboratories, wearable devices, and mobile 

applications. Clinical sites may have a hybrid location for data storage, with a private cloud for confidential data and a 

public cloud for less sensitive data that require rapid access. The data flow into the architecture follows established 

bookkeeping and regulation procedures, which are included in dedicated modules. Security, auditing, and fault-tolerance 

mechanisms are integrated into the different components, following a dedicated approach for each collection route. The 

architecture is exposed through a well-defined interface to allow plug-and-play for external audit and fault-tolerance 

provisioning. 

 

The key components of the architecture include data generators, ingestion pipelines, data-storage tiers, and storage-

optimized data-placement and replication strategies. Dedicated policies govern the generation of hot, warm, and cold 

information and drive the data-life cycle. Data-placement and replication strategies are modular, enabling different rules 

within the same architecture. Regulatory requirements related to data sensitivity define policy-driven placement across 

regions, while replication requirements introduce strong vs. weak consistency. The architecture can be expressed in terms 

of processing and storage components from the perspective of data ingestion and generation. 

 

4.1. Data Generators and Ingestion Pipelines 

Data for the described system comes from realistic sources, such as the 2021 MIMICIV Critical Care Database and the 

medical image data set released by the STARE Project. The data generation speed for information such as image, video, 

or sensor data can reach hundreds or even thousands of gigabits per second. In contrast, some types of text data, such as 

underlining, triangulation, and tabular data, require higher accuracy but have a lower apparent speed (sub-gigabit). Data 

is prepared for storage through pipelines that validate, normalize, format, and index the input data. Data validation checks 

whether the format of the source data is correct and whether the required files are complete. Matching and invalidation 

are performed with big data processing methods, and the results are used to send messages to the operational/monitoring 

center. If the validation succeeds, normalization is carried out to unify different data formatting requirements in the data 

ingestion process, such as whether images and videos are gray, RGB, or other color formats, and pixel dimensions. Data 

streaming or batch ingestion can be selected based on application requirements. 

 

Streaming-based ingestion can meet the requirements of high-speed data generation sources and low-latency usage 

requirements, while batch-streaming can provide lower-latency usage requirements with higher speed demand. Streaming 

ingestion enables real-time cuts of surveillance videos, injuries, poisonous and drug chemical monitors, and other mini–

smart-monitors, while batch-based ingestion enables normal usage of medical sensor information logs, electronic nurture 

nursing recommendations, and other high-accuracy underlining information. Normalization information can be stored in 

a separate catalog service for quick response to data formation requirements during use and can also be merged directly 

into the raw data. 

 

 
 

Equation 2) Redundancy / data-protection equations 

A) Replication 

If replication factor is 𝑘𝑖 (e.g., “replicate at least three times” for some records ), then: 

 

𝑆𝑖
(𝑝𝑟𝑜𝑡)

= 𝑘𝑖  𝑆𝑖
(𝑒𝑓𝑓)
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B) Erasure coding 

For an (𝑛, 𝑘) erasure code with 𝑘 data shards and 𝑚 parity shards where 𝑛 = 𝑘 + 𝑚, storage overhead is: 

 

overhead =
𝑛

𝑘
=
𝑘 + 𝑚

𝑘
= 1 +

𝑚

𝑘
 

Hence: 

𝑆𝑖
(𝑝𝑟𝑜𝑡)

= (
𝑘 + 𝑚

𝑘
) 𝑆𝑖

(𝑒𝑓𝑓)
 

Unified: 

𝑆𝑖
(𝑝𝑟𝑜𝑡)

= {
𝑘𝑖  𝑆𝑖

(𝑒𝑓𝑓)
replication

(
𝑘 + 𝑚

𝑘
) 𝑆𝑖

(𝑒𝑓𝑓)
erasure code

 

 

4.2. Storage Tiers and Data Lifecycle 

Healthcare cloud storage hierarchies typically comprise three data tiers that prioritize access costs and latency. Hot data 

belongs to the storage tier that is most expensive to access. Conversely, cold data, which users seldom access, is stored 

away from the computing resources it can later use for analysis. 

 

The proposed tiering policy operates on the assumption that data can be queried through pre-computed backups instead 

of being analysed at an end-point–except for real-time alerts, which are logged in the hot storage tier. Thus, only a small 

portion of data is stored in hot storage, and access latency from warm and cold storage incurs only substantial costs on 

rare occasions. Healthcare regulations aim to retain personal data only for a limited period. Hence, the lifespan of warm 

data is relatively short, as it is often moved from cool to cold storage or deleted altogether based on retention rules. 

 

All such rules are periodically re-evaluated to maximise overall incurred costs. Accumulated costs, including access, 

storage, and transfer charges related to processing, are computed daily for each data credit. Cool storage is the cheapest 

tiering destination, followed by warm storage. When data is transferred across regions, the tiering algorithm considers 

the new region’s storage-access prices. Finally, data that is seldom accessed can be routed to the cloud vendor’s cheapest 

region for long-term storage. 

 

V. DATA PLACEMENT AND REPLICATION STRATEGIES 

 

Data placement and replication policies can strongly influence storage costs and availability. Increasing data volume 

motivates a proactive, rather than default, focus on reducing the footprint associated with these aspects of storage 

management. A solution supporting such policies may include: 

1. **Policy-driven Placement**: Clear policies—along the lines of "store such-and-such data with a replication factor of 

x at physical region y"—direct where and with what redundancy data should reside.  

2. **Consistency Models and Trade-offs**: A choice between strong and eventual consistency models enables support 

for applications whose maintenance and risk tolerances condition the requirements of availability and integrity for 

different classes of data. 

### Policy-driven Placement 

Policies control where data is stored across physical regions and storage tiers. Both privacy-compliance and performance 

can be addressed. Several examples illustrate the direction of policy formulation: 

1. Data generating a high volume of streaming health data (e.g. hospital devices) should be placed close to their source 

under a replication policy that guarantees availability with low read access latency. 

2. HIPAA regulations deter the cross-border transfer of personally identifiable data; this affects the sources of large-scale 

healthcare datasets when used for ML training. 

3. Latency-sensitive clinical operation systems must satisfy specific SLA conditions to guarantee response times. The 

allocation of a hot-tier database replica must meet these conditions. 

4. Lower operational cost tiers can be employed for databases hosting data archives, reducing storage and hot-tier access 

costs. 

5. Data exhibiting a low read/write ratio can be replicated within one site and on lower latency media (e.g. SSDs) to 

reduce storage footprint. The entire dataset can be used for inference; a sub-sampled set is used for training the classifiers. 

6. Data retention rules specify how long the data must be kept; they define the storage period in that specific tier. After 

this period, the data can be safely deleted. 

### Consistency Models and Trade-offs 
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A choice between strong and eventual consistency models enables support for applications whose maintenance and risk 

tolerances condition the requirements of availability and integrity for different classes of data. 

The strong consistency model ensures data integrity during read access. In contrast, the eventual consistency model 

relaxes this constraint and, therefore, availability; handling out-of-date data is tolerated for short periods of time. 

Clinical data on a hospital operation system (HOS) must be strongly consistent; any violation can lead to patient harm. 

Laboratory data can be eventually consistent; although delay always exists, they provide information on patients’ 

conditions well in advance of treatment. 

Data access patterns condition the risk-cost balance: a high read/write ratio generates high maintenance costs, so traffic 

loss can be tolerated for a short-transient period. 

 

Region InterRegion_Egress_$per_GB Avg_RTT_ms_from_A 

Region-A (Sovereign) 0.0 0 

Region-B 0.09 60 

Region-C (Cheapest) 0.09 120 

 

5.1. Policy-driven Placement 

Different data require different locations for storage. For instance, the storage location of a patient’s health records is 

often forced to replicate at least three times in order to be compliant with legislation. Therefore, such data need to be 

placed in a region that is governed by a compliance rule. Data processing pipelines must also be taken into account, as 

certain filters will be needed to preprocess the information in order to allow its storage in different regions. Storing such 

data in a region subjected to recycling that has a cost cannot be justified. To allow region placement of data across regions 

and availability zones, compliance constraints have to be part of the rules, since these could become an obstacle or an 

add-on to the guide criterion. In this case, an additional description of such data can be included. A simpler hierarchical 

description is sufficient: business segment type (for example, patients or staff), service type (for example, clinical or 

administrative) and instance type (for example, health records or identity) are valid labels. Using such a simplified 

hierarchical description allows any flow to make use of them for region placement. 

 

For non-compliant data, other types of guides may also need to be constructed, such as costs when flowing data from one 

zone to another across the complete sub-city topology. Information needed for such functions is readily available from 

cloud providers. Placing cold-lining data in different regions requires specific controls. If the data need to be moved to 

an operating region, effort and costs should normally be associated in order to retrieve the data. Both conditions dictate 

that such information must be owned by other companies or institutions. Attempting to keep the data in the original 

location helps the network cost, but waiting time and risk are dominant in considering who provides the cold-lining 

information. The cross-site rules are important to indicate where, when and what type of information can be shared across 

zones. 

 

 
Fig 3: Architecting Multi-Zonal Healthcare Data Ecosystems: A Hierarchical Framework for Regulatory Compliance, 

Cost-Optimization, and Cross-Site Data Placement 

 

5.2. Consistency Models and Trade-offs 

The choice of a consistency model directly impacts the viability of proposed solutions. Strong consistency assures clients 

that both reads and writes reflect the most recent write to the data item. This simplifies client interactions with the system, 

as they need not consider the possibility of stale data and can be certain that data has been safely stored before continuing 

with subsequent operations (e.g., updating linked records). Nevertheless, strong consistency entails significant 

coordination and often restricts operations to a single zone, potentially impacting latency. This is especially noteworthy 

for clinical data, which undergoes very few writes but is read frequently from multiple geographical locations. 
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In contrast, eventual consistency alleviates coordination overhead during writes but requires read clients to manage the 

possibility of stale data. As a result, while replication overhead is lower, these systems are unable to satisfy any SLAs 

around reading the most recent data. For workloads exhibiting highly skewed read/write distribution, strong consistency 

becomes preferable despite the associated costs, since the extensive read sharing can mask the incurred overhead; latency 

then hinges largely on read performance. By contrast, for workloads featuring low-frequency writes with low data-

attachment rates, eventual consistency could reduce replication overhead without unduly affecting availability. 

 

VI. OPTIMIZATION TECHNIQUES 

 

Various optimization techniques can be employed to maximize the efficiency of a healthcare cloud storage system. 

Notably, compression and deduplication reduce storage footprint, erasure coding on cold storage decreases costs, and 

optimized data placement strategies minimize latencies for the majority of user access patterns. 

 

Compressed data generally require less storage space and incur lower I/O traffic but demand additional CPU resources 

for decompression. Deduplication techniques built on the uniqueness of the healthcare datasets can achieve even greater 

reduction, resulting in diminished storage, CPU, and I/O overhead. Specifically, privacy-preserving compressed data 

deduplication schemes have been developed to enable concurrent storage and sharing of healthcare data in the cloud 

while protecting patient privacy. As a result, the total storage saving can be enhanced further when combined with 

general-purpose built-in library data deduplication. However, depending on the degree of data redundancy, the 

computation overhead may be heavier than the transmission overhead that deduplication aims to reduce. 

 

Erasure coding provides a way to realize reliable storage that is more efficient than replication. The storage overhead is 

somewhat larger than that of replication when the data are accessed frequently, but the code repair traffic is smaller. 

Therefore, erasure coding is considered for data that are infrequently accessed, such as the archives or the data stored in 

cold storage, since the total cost for this kind of data should be less. However, erasure coding introduces a higher degree 

of latency and synchronization efforts. To mitigate these challenges, erasure-coded data should be limited to data 

archives, such as teaching files or historical exam files. 

 

 
 

Equation 3) Monthly cost model (storage + access + transfer) 

The explicitly says accumulated costs include storage, access, and transfer, computed daily . We formalize that. 

Let: 

• 𝑃𝑡,𝑟
𝑠𝑡𝑜𝑟𝑒  = storage price ($/GB-month) for tier 𝑡, region 𝑟 

• 𝑃𝑡,𝑟
𝑟𝑒𝑎𝑑, 𝑃𝑡,𝑟

𝑤𝑟𝑖𝑡𝑒 = access prices ($/GB) 

• 𝑃𝑟→𝑟′
𝑒𝑔𝑟𝑒𝑠𝑠

 = transfer price ($/GB) 
Let month length be 𝐷 days (typically 𝐷 = 30). 

 

Step 1: storage cost 

 

𝐶𝑖
𝑠𝑡𝑜𝑟𝑒 = 𝑆𝑖

(𝑝𝑟𝑜𝑡)
⋅ 𝑃𝑡𝑖,𝑟𝑖

𝑠𝑡𝑜𝑟𝑒  

 

Step 2: access volume per month 

 

𝑉𝑖
𝑟𝑒𝑎𝑑 = 𝐷 𝑅𝑖,  𝑉𝑖

𝑤𝑟𝑖𝑡𝑒 = 𝐷 𝑊𝑖 
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Step 3: access cost 

 

𝐶𝑖
𝑎𝑐𝑐𝑒𝑠𝑠 = 𝑉𝑖

𝑟𝑒𝑎𝑑  𝑃𝑡𝑖,𝑟𝑖
𝑟𝑒𝑎𝑑 + 𝑉𝑖

𝑤𝑟𝑖𝑡𝑒  𝑃𝑡𝑖,𝑟𝑖
𝑤𝑟𝑖𝑡𝑒 

Step 4: transfer (egress) cost 

If a fraction 𝛼𝑖 of reads is served cross-region (depends on policy/compliance; sensitive data may be constrained), then: 

 

𝐶𝑖
𝑥𝑓𝑒𝑟

= 𝛼𝑖  𝑉𝑖
𝑟𝑒𝑎𝑑  𝑃𝑟𝑖→𝑟′𝑖

𝑒𝑔𝑟𝑒𝑠𝑠
 

Total per dataset 

𝐶𝑖
𝑡𝑜𝑡𝑎𝑙 = 𝐶𝑖

𝑠𝑡𝑜𝑟𝑒 + 𝐶𝑖
𝑎𝑐𝑐𝑒𝑠𝑠 + 𝐶𝑖

𝑥𝑓𝑒𝑟
 

Total system cost objective 

𝐶𝑠𝑦𝑠𝑡𝑒𝑚 =∑𝐶𝑖
𝑡𝑜𝑡𝑎𝑙

𝑖

 

 

6.1. Compression and Deduplication 

Used alone or in conjunction with other techniques, compression and deduplication reduce the amount of storage space 

required for datasets. The media and entertainment sector has long relied on lossy video codecs to cut production, 

bandwidth, and storage requirements. Applications such as medical imaging transfer and archiving support the use of 

methods that achieve transparent redundancy elimination in fashion images and videos. Similarly, speech signals can 

often be subject to high bit rate lossy compression without perceptual loss of quality. Automotive onboard telematic units 

are likely to increasingly use data smoothing for the minor information gain while suppressing the rising data transfer 

demand. 

 

The impact of compression extends to other system resources as well. Storage-space savings, combined with lower I/O 

traffic for read and write operations, lead to reduced disk I/O and associated costs. By allowing erased space to be 

reclaimed, it decreases the frequency of garbage collection, reducing write traffic and thus wear on flash-based hardware. 

In upload-intensive cloud-based environments, a lowering of the amount of stored data on the server can reduce 

processing by leading to a lower-magnitude, less complex response for any given user request. With greater memory 

consumption, CPU usage rises sharply; and processing time and battery life of resource-constrained devices become 

issues. 

 

Data_Class Sensitive GB_Stored Reads_per_day_GB 

Clinical records True 500 50 

Lab results False 800 20 

Medical imaging archive False 5000 5 

 

6.2. Erasure Coding vs. Replication 

Erasure coding and replication balance reliability and performance. Erasure coding reduces storage overhead for loss 

tolerance but may not cover hardware failure recovery and adds complexity. Direct comparisons show that erasure coding 

incurs longer recovery latencies and higher repair traffic. An exception is healthcare workloads, where latency for reading 

erasure-coded data is acceptable—these workloads can be served by an erasure-coded solution. Therefore, data in each 

region can be either erasure-coded or replicated, with the choice driven by the context. 

 

Sufficient availability during data access also allows data-protection alternatives like erasure coding. However, the matrix 

used in the coding may add another coordination requirement for interactions across multiple sites when modifying data 

protection. An eventual-consistency model relaxes the need for synchronizing all copies, thus reducing the coordination 

overhead, but with the risk of reading stale data. The choice of whether to offer eventual consistency among the copies 

should therefore be based on the probability that stale data will potentially cause high system damage if read. 

 

VII. CONCLUSION 

 

The increasing amount of sensitive and critical data produced by healthcare systems combined with requirements for 

low-latency access and high reliability present cloud storage for healthcare data management with multiple conflicting 

objectives. A novel healthcare cloud storage architecture that integrates mechanisms for optimizing data storage in 
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multiple dimensions has thus been proposed. The proposed approaches have been evaluated with real healthcare data 

running in a private cloud infrastructure. In addition to overcoming many of the existing challenges faced by healthcare 

data management, the architecture heads towards a practical solution for storage optimization in healthcare clouds. 

 

Three main areas have thus been addressed. First, policies that determine where to place data at creation time have been 

developed. Such policies are defined in terms of both regulatory constraints and data access patterns. Second, the trade-

offs between strong and eventual consistency models have been investigated with particular regard to their impact on 

read–write workloads. Finally, well-known methods for storage optimization—data compression, data deduplication, 

erasure coding, and data replication—have been examined and all address the same goal of reducing storage overheads, 

yet in different ways. 

 

 
Fig 4: Objective Alignment & Policy Maturity 

 

7.1. Final Thoughts and Future Directions 

The growth of regulatory, privacy, and interoperability mandates is driving the use of cloud computing across the 

healthcare sector. Layered and geographical distributed cloud architectures designed for large-scale data storage and 

analysis now support an increasing number of applications and services. However, the storage of large amounts of 

sensitive health and clinical information raises many concerns, including data integrity, latency, availability, 

confidentiality, and compliance with the cross-region data process regulations such as HIPAA, PCI, and GDPR. In this 

context, a scalable health data storage system that can be deployed on geographically distributed cloud resources is 

proposed. Data stored in these cloud resources can have different heat levels and access frequencies, with a substantial 

amount of data generated by telemedicine services. A full data lifecycle management policy that includes data ingestion, 

tiering, retention, and deletion strategies is also presented, along with rules for placement and replication across regions 

and clouds. The storage system architecture incorporates additional functionalities such as an auditing mechanism to 

verify security and privacy policies, and a fault-tolerant management system that can restore data in case of any failures. 

Several optimization techniques applicable to the proposed system are discussed, along with their expected benefits. The 

methods target the growing storage costs and latency requirements commonly linked to Big Data stored in the healthcare 

sector. These optimizations can be combined based on the specific use of the system and the importance of maintaining 

patient privacy, reducing CPU usage, and decreasing input/output traffic ratios. Future work will involve the 

implementation of the healthcare cloud storage system. Once finished, the developed system can be the basis for 

investigating additional optimizations targeting different aspects, such as data integrity, storage costs, migration traffic, 

and monitoring. 
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