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Abstract: Research into cloud-based Al-driven personalized learning offers insights into the defining concepts,
properties, enabling technologies, methodologies, and challenges that characterize this rapidly-developing area. Al-
driven personalized learning adapts to individual learners, fostering growth and engagement through analysis of extensive
personal and behavioral data. Cloud computing affords the necessary scalable infrastructure for such platforms while
meeting the requirements for data storage and processing in educational Al. Unifying System Theory suggests a natural
evolution through levels of system integration, combining Al-driven learning in the cloud with crowd-powered content
in a modularized, interoperable structure.

Adaptive education provides the theoretical foundations for personalized learning; however, student modeling,
recommendation, and natural language processing remain prevalent areas for investigation. Quality and evaluation are
equally important, encompassing experimental design and validation in Al-supported cloud ecosystems, along with
considerations of bias, fairness, and transparency. Security, privacy, and compliance aspects of personalized learning in
the cloud, including identity and data protection, risk management, auditing, and adherence to privacy frameworks such
as FERPA, also warrant rigorous scrutiny.
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1. INTRODUCTION

The rapid incorporation of artificial intelligence (Al) into nearly all areas of life—including but not limited to education—
poses both opportunities and challenges. Stakeholders in education are eager to utilize the power of Al to increase
engagement and effectiveness in teaching and learning and—especially during recovery from the pandemic—to lessen
the workload on overstretched educators. Researchers and platform providers seek reliable evidence that Al technologies
in personalized learning platforms yield the desired effects. Governments must ensure compliance with ethics and data
privacy regulations. System architects must provide scalable service architectures and maintain quality, trustworthiness,
and transparency. All these parties share the common goal of making personalized Al-enabled platforms adaptable to the
individual learner’s changing behaviour, preferences, and needs, thus providing a truly personalized learning experience
on an equitable and responsible basis.

The challenge of achieving personalization in a genuine sense, with students and learners at the centre of the learning
solutions, has preoccupied teachers and educational theorists for generations. One promising avenue towards this ideal
is adaptive learning, which incorporates and responds to learner interactions in order to maximize engagement and
learning effectiveness. A variety of Al techniques can enhance system capabilities and broaden the range of
personalization objectives, including profiling and modelling of the learner and supports for content sequencing,
recommendation, tutoring, and feedback. Cloud computing provides scalable, on-demand infrastructure, service, and data
storage capabilities, while on-premises educational technology systems provide limited capacity for development, quality
assurance, and experimental testing of machine learning models, service modules, and learning content.
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Fig 1: Personalized Adaptive Learning

1.1. Background and Significance Educational practitioners and researchers have long recognized that learners are
unique individuals. Intelligence varies across students, and differences in prior knowledge, culture, motivation, goals,
interests, preferred learning styles, and other factors influence how learners interact with content, teachers, and peers.
Adaptive teaching techniques, such as differentiating instruction and personalized learning, support these beliefs.
However, the complexity of successful Human-to-Human Adaptive Learning has not been matched in computer-
mediated environments. An effective Human-to-Computer Adaptive Learning paradigm has yet to be developed. Al
techniques can be used to take advantage of the large amounts of data generated during student learning, to create models
of students' unique needs, characteristics, and networks, and to provide personalized content and learning paths, thus
clearing the way for personalized learning. This approach has come to be known as Al-driven learning.

Driven by the increasing availability of data and machine learning techniques, Learning Science indicates that more
personalized learning experiences help students learn better. Personalization is supported by Adaptive Learning theory,
which is a subdomain of Learning Science. Among the components of Al solutions that allow them to support
personalization, the ability to infer a student model or profile plays a key role. A well-designed representation of the
student can provide indications of the best available path for the learner, content that is predicted to be most useful for
him or her, and adequate resources, such as Feedback, Help, and Scaffolding. In addition, these models also support the
provision of a personalized experience that adapts to students in real time, as they interact with content, Learning
Objectives, Learning Activities, or even Learning Pathways.
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1.2. Research designs The proposed research adopts a systematic review approach into Al-enabled cloud-driven
personalized learning models, following the systematic review classification listed. The step-by-step methodology
adheres to the PRISMA guidelines. The literature will be classified and presented by the corresponding author’s
classification. Topics that have already been saturated in the literature will not be included in this review, with laboratory
testing having been incorporated into the examinations. The examination will focus on aspects of learning that have been
not yet drawn together, analyzed, and explained by the research community. The literature search will be conducted in
consultation with the college librarian using established systematic review methods, searching the IEEE, ACM, WSEAS,
Elsevier, Springer, Wiley, SpringerLink, Dagstuhl, and ACM Digital Library databases. The searches will focus mainly
on three aspects of Al-driven cloud-enabled personalized learning.
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Although cloud computing offers a solution for the implementation and deployment of educational Artificial Intelligence
systems, challenges remain, especially regarding student identity and data protection, compliance with laws and
regulations, risk management support, and incident handling. The Al services involved in Personalization and Adaptivity:
Student Modeling and Profiling rely on Methods and Algorithms for the generation of Complex Understandable User
Interface Features, Generation of Adaptive Recommendation Engines for all Course Contexts, Generation of Adaptive
Curriculum Sequencing Engines, and Artificial Intelligence-Driven Automated Feedback Generation. These
Experimental Methods use data-driven and other methods for fundamental experimental testing. Al Services and Syllabus
Management assume separate tracking of User Interfaces, Syllabus Creation, and Curriculum Generation to enhance
modular design and support Interoperability and Standards across the modules. Intelligent Content Generation and Online
Training Completion Management focus on strategies for the Intelligent Generation of Adaptive Learning Content in all
forms and for Online Training Completion Management, respectively.

2. FOUNDATIONS OF AI-DRIVEN PERSONALIZATION IN EDUCATION

Adaptive learning systems aim to increase learning effectiveness and efficiency, providing personalized online learning
experiences for students from large and diverse populations. Al-driven approaches represent the state of the art, utilizing
machine learning to adapt educational recommendations to individual learners. These Al components enable automatic
student modeling and profiling, content recommendation and sequencing, natural language processing, knowledge
tracing, and social engagement prediction. Al-assisted Learning Content Management Systems use these techniques to
help students navigate learning resources more effectively, but the model remains fragile and sensitive to biased data.
Combining such services into a comprehensive and seamless pipeline requires a foundation of Al-education theory and
practice, alongside reliable and governing clouds.

The effectiveness of adaptive learning and personalization approaches has been demonstrated in a variety of domains,
such as mathematics tutoring with custom exercises or educational games with adaptive difficulty. However, challenges
such as selection bias and imbalance in recommender systems can lead to unequal opportunities and harm to student
outcomes. Mitigating these risks necessitates careful and controlled experimentation, increasing the complexity of
evaluation. Moreover, specialized pipelines are needed to support advanced student modeling, recommendation, natural
language processing, and engagement prediction, addressing technical limitations and enabling modular architecture.
These requirements encompass greater breadth, depth, and rigor than earlier work on personalization and adaptive
learning, and extend beyond technical goals. Personalization systems affect students’ on-platform and off-platform
behavior to some degree, and examining their implications for data governance, equity, and student well-being is key to
responsible and ethical deployment.

Equation 1: Student modeling as probabilistic prediction
Step-by-step derivation (from odds — logistic)
1. Lety € {0,1}be whether the learner succeeds on an item (correct / completes / passes).

2. Letx € R%e features (time-on-task, prior score, difficulty, etc.).

3. Model the log-odds as linear:

p
log ——=w'x
I—=p
4. Exponentiate both sides:
p wTx
£ _e
I—=p
5. Solve for p:
ewa
P=m = o)
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where a(z) = ﬁis the sigmoid.

2.1. Theoretical underpinnings of adaptive learning The potential of Al for personalized learning is rooted in its
transformative role in other fields and thus in the ability to tailor experiences precisely to each user. In education,
pedagogy is evolving towards adaptation based on specific student characteristics such as knowledge, preferences, or
learning styles; and environment attributes such as engagement or motivation. Artificial Intelligence is expected to
facilitate this onboarding. While definition of these attributes remains a matter of hot debate in education, artificial
intelligence strongly relies on modelling to increase the precision of its adaptation. Thus, adaptive learning builds up
models of the student and learning context and increases the precision of the adaptation to an individual user. Constructing
more accurate models requires richer data about users, each use case (student interacting with the system) producing its
own data set from multiple interactions. The size of the data acquired makes it much more likely that valuable signals
may be detected by data-driven approaches.

While promising, data-driven student modelling is limited in practical educational environments by (1) a scarcity of
training data since standard algorithms require a large number of similar observations obtained from different users
sharing the same characteristics, and (2) a lack of transparency in the model that is hard to interpret by user’s for
controlling the underlying process. Some of these limitations may be addressed in cloud environments by considering a
larger ecosystem. A larger population size allows the leverage of similarities across users and supports the use of more
complex models. In cloud-based environments developed by multiple educational institutions or even businesses
company criminal activities regulators, cost-effective enabling intelligent educational solutions become easier, natural
language processing chatbots validators making these systems, such as privacy or protection management request-as-a-
service Automation Without Asking Health Chatbots the case of Regulation Non-Discrimination offer additional security
assurance to high-risk private education organisations aiming to engage large wealth positions.

2.2. Data governance and ethical considerations Given the amount of data generated by learners, data governance in
education is of paramount importance. Al-driven personalization must comply with legal frameworks such as the EU
GDPR and take into account ethical issues related to bias, transparency, and unfairness. The design, implementation, and
functioning of such systems must consider a variety of aspects aimed at reducing unwanted risk, especially in cases of
critical and sensitive data for minors.

Quality and reliability play an important role in advanced learning systems since such algorithms can significantly affect
transparency and bias detection in design and, consequently, student trust. To ensure quality and reliability, it is important
to make underlying processes, training data, test data, and algorithms auditable. Furthermore, appropriate metrics enable
access and exposure to equity and inclusiveness from the perspective of different users. Data inputs must be flexible and
interpretable to allow users to see how their inputs are used and how they influence the model. All these aspects affect
decision-making by students, thus contributing to the establishment of trust in intelligent education systems.

3. CLOUD COMPUTING AS AN ENABLER FOR PERSONALIZATION
Cloud Computing as an Enabler for Personalization

Beyond providing the technical building blocks for Artificial Intelligence, cloud computing enables the personalization
of learning experiences and choices at scale. As personalization requires considerable resources for both the learning
platform and its users, cloud computing provides a cost-effective solution. As students interact with personalisation on a
daily basis, they will expect similar technology in the education domain. A cloud-based solution provides an
infrastructure that scales with positive or negative usage patterns, cares for complex storage and data processing and
allows for Al-related services to be used even in edge devices.

Cloud computing allows several service models and deployment patterns of importance in education. Software as a
Service enables educational institutions to take advantage of the Al and Cloud knowledge from other organisations —
large commercial or education technology companies — and use their products without the need of understanding
everything behind, including infrastructure decisions not directly related with learning. From a Software as a Service
perspective, educational institutions are considered customers contracting a service to help them with learning activities.
One interesting aspect of cloud computing is that, at least in theory, the provider takes care and bears the costs related to
the operational, security, scalability and availability burden of any service deployed in the cloud. Most Software as a
Service solutions are shared among numerous users. With Platform as a Service, developments done by institutions can
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be oriented to deploy learning environments that allow for the usage of Al techniques and these services are offered back
through an education-specific platform, such as a university delivery centre.
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Fig 2: Al in Cloud Computing

3.1. Scalable infrastructure and elasticity A well-architected cloud infrastructure enables education systems to adopt
an Al-driven approach to online and hybrid learning, providing greater service quality to a larger number of learners
while reducing service costs per learner. Education institutions typically provide online and hybrid courses for a smaller
subset of students than face-to-face courses. However, the Covid-19 pandemic forced many universities to offer online
courses at scale and remain accessible out of concern for students’ health during the pandemic. Resuming education in a
hybrid mode while keeping students safe raises similar challenges at scale.

When a standard face-to-face semester is run entirely remotely, a wide variety of services—video conferencing and other
media streaming, proctoring, mental health, faculty support, and so on—are needed at the same time. In Al-driven remote
teaching, students are likely to benefit from the support of a variety of assistants, agents, and chatbots. When they are
available, function and service quality are essential, but they should not be needed at full load all the time. Personalization
requires identifying students’ needs and proactively providing assistance, such as extra tutoring for struggling students,
sooner rather than later. Cloud computing provides the scalable infrastructure needed to support education at scale and
under severe resource constraints while keeping education personalized.

3.2. Service models and deployment patterns for educational Al Three service models are generally offered in cloud
computing: Infrastructure as a Service (laaS), Platform as a Service (PaaS), and Software as a Service (SaaS). These
models facilitate the provision of computing resources (laaS), underlying services for deploying applications (PaaS), and
higher-level applications (SaaS). Additionally, deployment in clouds is categorized into public, private, hybrid, and multi-
cloud patterns. The SaaS model is typically employed by learners using an Al service-enabled learning platform, while
the 1aaS model is chiefly used for data storage and processing. All three service models can be leveraged when hosting
Al services in a cloud environment.

Al services can be treated as frameworks that combine all the underlying components for implementing specific Al
functions. For instance, student profilers, recommendation engines, or text analyzers can be packaged as services that are
facilitated by the cloud. Research on building educational Al services is still exploratory and underrepresented—
particularly in the SaaS mode. Universities may prefer PaaS for deploying their own Al services, while platform providers
can take on the additional burden of building and maintaining Al services in laaS or SaaS modes.

3.3. Data storage, processing, and privacy in the cloud Cloud service providers offer reliable and secure solutions for
data storage and processing, enabling educational institutions to concentrate on their core activities rather than on running
ICT infrastructure. Educational data, however, often includes personal information and details about the progress and
involvement of students. Hence, processing sensitive data requires suitable information security measures and proper
governance practices anytime and anywhere.

Data privacy is mostly a legal and regulatory issue. Institutions are responsible for adhering to the regulations of the
jurisdiction they operate in, which may encompass the collection, management, processing, and dissemination of
students’ information; the use of data for deciding on the authorization for accessing resources; how long data are
retained; how Al methods may affect students’ lives; and developing proper incident response procedures. Many
jurisdictions—EU and the States of New York, California, and Illinois being examples—have instituted normal practices
with regards to student data protection requiring parental or legal guardian consent, control on who has access to the data,
and third-party data sharing notifications. International or multi-jurisdiction partnerships may also impose requirements
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beyond local regulations for data storage, processing, and movement. Using cloud services can simplify compliance by
enabling institutions to leverage the compliance capabilities provided by the cloud service providers.

4. CORE Al TECHNIQUES FOR PERSONALIZATION

Al techniques have penetrated various fields. Nevertheless, the role that Al can play in harnessing the massive data
generated in educational contexts to offer personalized learning experiences at a large scale remains underexplored.
Several tasks or problems addressed by Al techniques have useful applications for personalization in education. They
include student model construction, curriculum sequence optimization, and content generation, supported by plentiful
data from new forms of interaction between learners and machines, advancements in Al approaches and techniques, and
widely accessible computational power and resources.

The student model is a fundamental component in most adaptive systems. An accurate representation of students enables
the delivery of individualized experiences, providing personalized recommendations of content and pathways, timely
feedback on progress, and guidance on how to improve performance. Personalized recommendations and sequencing of
learning content can be made based on the student model, but these tasks can also be treated as collaborative filtering
problems or an intelligent recommendation technique. Additionally, Al techniques offer the opportunity to assist textual-
based exchanges between students and machines through intelligent tutoring or feedback systems directed at teaching
students the process of constructing knowledge structures.

Illustrative Bayesian Knowledge Tracing (BKT) mastery over time
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4.1. Student modeling and profiling Effective personalization in education begins with modeling learners and their
contexts. Modern computing technologies generate large amounts of data for this purpose, whether through commercial
services such as social media and e-commerce, learning management systems in schools, or adaptive learning tools used
by individuals. Mining these data for the features required to build rich, trustworthy models that go beyond the surface-
level information depicted in user profiles is a formidable challenge. Static, coarse-grained models are often inappropriate
for real-time personalization, but training student models dynamically based on short-term interaction histories can be
similarly unreliable. Personalization processes hence rely on models that are stable and fine-grained, yet remain current.

Typically, such models encapsulate student knowledge, skills, attitudes, preferences, and tendencies—the four latter
characteristics together forming learner profiles. The actors underpinning the data tend to affect learning from the content,
the learning platform, and peers, necessitating additional modeling of these sources, including the effects of feedback,
hints, and the difficulty of prompts. Online engagement also influences learning, yet platforms rarely record more than
time on task, submissions, and first-response accuracy. Emerging Cloud Al tools enable the continuous automatic
generation of models containing these predictors—and many more—from all such interaction, social media, and e-
commerce data.

Equation 2: Recommendation & curriculum sequencing using probability distributions

Step-by-step update for one observation
At time t, we observe correctness C; € {0,1}.

A) Bayesian posterior given the observation
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First compute likelihoods:
o Ifmastered: P(C,=11L)=1—-P(S),P(C;=01L)=P(S)

e If not mastered: P(C, = 1| =L) = P(G),P(C, =014L) =1—P(G)

Bayes rule:
L P(L)( = P(S))
PLAC=D = 50 ST=Ps) + (= PLY)PE)
P(L)P(S)
P(L: 1 C. =0)

" PALOPE) + (I - P — P(G))

B) Learning transition to next time
After updating with evidence, allow learning to occur:

P(Leys) = P(Le | C) + (1 = P(Le | C)P(T

4.2. Recommendation and curriculum sequencing In several learning scenarios, students need guidance about which
learning resource to explore next. In such cases, the Al component applies advanced recommendation techniques that are
partly based on the student model and partly on the conservation of learning design principles such as the prerequisite
and the co-requisite structure of the curriculum.

For learning resources for which students can accumulate or earn scores — such as exercises, quizzes, or self-assessments
— the recommendation is usually based on the score achieved in the previous resource. The concept behind such a
recommendation is that exploration of resources that are just above the capability threshold of the student will maximize
learning efficacy without very high levels of frustration or boredom. The use of probability distributions for determining
the next resource that the student is likely to explore optimizes score fulfillment on such recommendations.

4.3. Natural language processing for feedback and tutoring Natural language processing techniques have a wide
variety of applications that could enhance Al-driven personalized learning and the interaction between students and their
tutors. In this regard, there are three groups of applications that are particularly promising for learning: feedback on user-
generated content, intelligent tutoring systems, and virtual environments powered by chatbots.

Several types of generated content are common in educational settings, such as essays, projects, lab reports, and
discussions in forums. Natural language processing techniques can be employed to assess such content and provide
feedback to students, contributing to the personalization of the learning experience. In Internet-based courses, quantitative
techniques are generally used to evaluate discussions, but the use of qualitative approaches would contribute more to
personalization, as the responses would give students an indication of the acceptability of their answers and guide the
new knowledge being constructed by both students and their peers. As these discussions often involve the construction
of arguments, the incorporation of more advanced qualitative techniques may require a framework for argument analysis
to enable real-time feedback.

Intelligent tutoring systems are solutions that seek to provide one-to-one instruction and address the issues of scalability
and accessibility of traditional tutoring approaches. An important aspect of these systems is that they simulate human
tutors and use natural language processing techniques to facilitate the interaction with students. These systems can assist
students in various topics and disciplines, providing personalized assistance based on their individual needs. They are
capable of assisting users in the construction of knowledge by asking students open-ended questions, by giving hints
when the users get stuck and by providing feedback on user responses.

5. SYSTEM ARCHITECTURE FOR AI-DRIVEN LEARNING PLATFORMS

Student interactions with a personalized learning platform generate diverse data streams. These streams serve as input to
Al models that, after being trained, can be hosted as a service in a cloud environment to support personalized engagement
with learners and adaptive sequencing of instructional content. By combining data from many learners in a common
cloud framework, services can also be developed that support reasoning about the entire population, learning analytics,
and business intelligence.
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Such a modular approach implies a separation of concerns between the underlying Al services, the instructional content
delivered to users, and the user interfaces. The Al services interact with content through standard application
programming interfaces (APIs) and may support a variety of modalities — for example, mobile applications, web
technology, and virtual worlds. Content follows the Sharable Content Object Reference Model (SCORM) or Experience
API (xAPI) standards, allowing flexible use of data and interaction across multiple platforms. The underlying data
processing and Al pipelines, built using service-oriented architectures, support both interaction and data federation.

The separation and modularity of the learning-technology architecture into data pipelines, Al services, learning-content
repositories, user interfaces, and applications, allows features such as model retraining on different time scales. Immediate
reactivity to learners’ digital actions is achieved through using non-trained Al models or rules. Model retraining that is
scheduled to an academic calendar addresses population-based models for recommendation or predictive analytics.
Inductive model retraining with novel learner data permits distribution-aware sophisticated models such as Bayesian
Knowledge Tracing.
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Fig 3: Architecting an Al-Driven

5.1. Data pipelines and feature engineering in the cloud A cloud-based infrastructure is also beneficial for data
pipelines and feature engineering in the context of personalized learning. Cloud computing supports large-scale analytical
operations on user and interaction data that might reside in separate institutions but are normally highly correlated. When
feature engineering is performed using distributed cloud infrastructures, it usually occurs in two phases: the extraction of
individual features and the creation of interaction features. Both phases participation of the global personalized-model
community enhances their quality, allowing a better detection of trends. In the first phase, each institution prepares a
learning-data set with per-user or user-history features and then shares these features in the cloud.

While the creation of interaction variables improves any supervised machine-learning task, its scale costs the participation
of all training instances from different institutions. The collaboration is sensible for educational contexts with a small
number of institutions, as demonstrated using five years of data from four real universities. In that study, interaction
variables computed in the cloud improved the conversion-rate prediction in one university and increased the predictive
power for drop-out detection in three of the institutions.

Building pipelines for feature aggregation and the subsequent model training in a cloud server makes it possible to run a
large number of models simultaneously and avoids long idle times while waiting for large groups of user interactions.

5.2. Modular architecture: Al services, learning content, and user interfaces The modularization of specialized Al
services that can be repurposed for different subjects, courses, and contexts is a key objective for future Al-enabled
learning platforms. Consequently, the architecture incorporates not only the learning content but also the user-facing
components—e.g., student dashboards and interfaces for chatbots or other Al-supported tools—that fulfill a model-user
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role in a learning experiment. The combination of learning content and these outer layers supports modular specialization
by using freely available, central services to manage standard activities, such as assignment submission and grading.

By separating content and services, these outer layers support educational institutions in customizing specific interfaces,
such as students' dashboards, without excessive costs. Course uploaders can customize these without detailed
programming skills, while tutors can specify the relevant subjects and the level of the students addressed in their
customized task interfaces. The inner components of an experiment—the actual learning content, along with the Al
services that adapt it for the specific group of students—still need to be supplied by the load mechanism.

5.3. Interoperability and standards The adoption of cloud computing and the growing use of Al techniques in
educational technology systems require a rethinking of architecture design, emphasizing modularity, interoperability,
consistency, and data availability. A distributed architecture is proposed for Al-driven personalized learning platforms,
which separates learning content, user interface, and Al services supporting adaptive learning paths. A cloud-enabled
implementation is outlined, including Al data pipelines for feature engineering and compliance requirements. Apart from
detailing a localized implementation of the proposed architecture, the resilience and affordability of using cloud services
for Al data processing and storage are also demonstrated.

While a significant number of off-the-shelf Al services are already available in the cloud, especially in the areas of
computer vision, speech recognition, and natural language processing, other Al services can easily be built using the
cloud infrastructure or platform service models. The modular architecture allows educational institutions to develop or
obtain each module independently. Moreover, the integrated design supports interoperability, enabling different dot-com
providers to offer interoperable modules as a service, thereby allowing personalized learning paths covering content
offered by multiple institutions. In summary, a framework is presented to facilitate the design of Al-driven personalized
learning platforms and to assist with the assessment of compliance with key aspects such as security, privacy, and
transparency.

6. QUALITY, EVALUATION, AND EVIDENCE

Metrics reflecting user engagement and learning efficacy impact the design of adaptive educational support systems. The
capacity to assess the impact of different support levels on learning and engagement is vital for the pedagogical function
of Al-based platforms. Futher, testing learning effectiveness and engagement in a cloud-based systems, together with
potential biases, fairness, and transparency issues resulting from the use of Al techniques, is crucial to assess the quality
of personalized learning at scale.

Learning effectiveness and engagement are commonly treated as independent aspects in the evaluation of intelligent
tutoring systems. Variations in support levels are often shown to impact either one or the other, especially in the context
of collaborative learning. Relating both dimensions and contrasting results from ad-hoc experiments with real-life settings
can generate a more thorough understanding of user behavior and the pedagogical effectiveness of engaged learning-
support strategies. An experimental framework supporting such differentiations is therefore essential for the pedagogical
function of an Al-based learning platform, in particular in educational cloud settings that enable access to large
populations with a diversity of interests and profiles.

Adaptive personalization brings together the emerging trend of engaged learning-support and the potential scale of Al
techniques. Addressing student diversity in Object-Oriented Programming (OOP) knowledge is especially relevant, since
OOP is commonly included in introductory programming courses. Large-scale Al-based systems will potentially need to
target such diversity by exploring a variety of support strategies. At the same time, the rapid evolution of Large Language
Models and, more recently, the use of LLMs as intelligent assistants introduces questions about their adequacy for
educational environments and the nature of the assistance level required. These aspects can be explored by focusing on
learning engagement.

Equation 3: Cloud scalability & elasticity (capacity and cost)
Capacity equation
Let:

o A(t)=requests/sec (load)
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e each instance serves urequests/sec sustainably
e target utilization p € (0,1)
Then required instances:

A

Cost equation
If:
e each instance costs cper hour
e then hourly cost K(t) = c - N(t)

Fixed provisioning chooses N = max ; N(t).
Autoscaling uses N (t)over time; total daily cost:

24
Cost/day = Z c-N(h)
h=1

6.1. Metrics for learning effectiveness and engagement Metrics for assessing course and learning-material quality are
well established and can be reused for evaluating personalized learning systems based on Al. However, identifying
suitable metrics for measuring the learning impact of these systems is an open challenge. Classical systems often create
disintegration among learning channels by having no personalised capability, making it difficult to isolate the effects of
learning design. The innovative potential of Al and big data technology has enabled personalised recommendation
sequences and selection of leaners and resources. But as Deep and Schneider note, there is no simple way to determine
if these features yield practical learning advantages. The difficulty for educators is exacerbated by the fact that current
experimental designs often fail to produce generalisable results. Al-driven educational technologies appear to have utility,
but the learning advantages they create are oftentimes small or even zero.

Because AIED technology sets, independent principles and contextual effects often dilute these advantages. As Yang
identifies, empirical analyses can be aided by high-troughput online testing using A/B methods combined with large
student cohorts. A/B tests for personalised content can however be confounded by learner selection, and Deep and
Schneider caution that it is relatively easy to ascertain whether a blending of transferring and UX design delivers superior
improves on-page engagement, success and satisfaction during test execution. Achieving such automatic capacity for Al-
learning systems is considered novel both in pedagogy and ICT. Yet final-user development is slow and affecting optimal
exploitation of the underlying technology. System developers must therefore also address deeper aspects of metrics,
especially those applied to Al-based systems and path testing, to match the product with student expectations.

6.2. Experimental design and validation in cloud-based environments The validation of Al-driven personalized
learning platforms with students in real-world educational contexts represents a significant challenge due to the
complexity of the underlying software systems and nontrivial effects on both learning and engagement. Additional
burdens include the requirement for a cloud provider account and the necessity for institutional approval, which can delay
or hinder experimentation. Nevertheless, experiments need not occur in production environments; an Al-enabled platform
generally operates via calls to a set of services that can be isolated, deactivated, or mocked to enable controlled
experimentation. Cloud-based environments with well-established account management and resource provisioning
capabilities are best positioned to support such experimentation through either single-purpose cloud-hosted copies of the
platform or the deployment of individual services with simulated other system components. Effectiveness and
engagement can be assessed with large online populations via informative controlled experiments.

Evidence for the use of Al in personalized learning platforms should explicitly address key ethical concerns. Multiple
types of bias can exist in such systems, including hidden bias arising from profiling, risk assessment and monitoring bias,
discrimination through omission, bias in the treatment effect, and label-related bias. Bias should be measured across a
number of dimensions such as student ethnicity or sex and demographic subgroups. The incorporation of fairness
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concerns into recommender systems is an active area of research, with proposals for such considerations at the level of
both content and user groups. Transparency is also important; explanation services add natural language justifications for
recommendations and predictions.

6.3. Bias, fairness, and transparency in Al-driven personalization Al-driven personalisation systems for education
must pay careful attention to the potential for algorithmic bias. Machines learn from historical data that may themselves
be affected by bias, including sampling bias, measurement bias, and algorithm bias. Biased outcomes in the context of
education raise issues of equity and fairness: students from particular groups may be degraded or deprived of
opportunities. Al-driven learning environments need to be transparent to users and other stakeholders. A cloud-enabled
platform should support mechanisms for surfacing details about the underlying algorithms, their training sets and sources
of bias, and the privacy settings of individuals whose data is used.

Machine learning algorithms work as repositories of the patterns in the training data, and such patterns could be reflective
of social inequities — for instance, women experiencing lower success in the domain of computer science being advised
not to pursue higher education in that field. Simply put, the quality of recommendations should not be affected by the
gender or race of individuals, thus avoiding all sources of bias within Al-based recommender systems. Remaining free
of discrimination entails choosing the suitable metric specifically for learning and educational contexts, as measuring
accuracy alone is not sufficient for fairness-aware recommender systems.

7. SECURITY, PRIVACY, AND COMPLIANCE

The growth of cloud technology has revolutionized data governance for global services. The inherent multi-tenant
architecture of cloud solutions allows the provider to protect and govern data across diverse customers in a manner that
establishes trust and enables scalable personalization. For cloud-based personalized education services, Al systems
continually observe student interactions to capture behavior patterns and enable focused recommendations regarding next
steps. These systems must accurately track user identity to minimize bias and support accountability. This includes both
identity management capabilities and links to student-institution profiles essential for compliance.

The transitioning of Al capabilities from institutional data engines to the cloud presents unique challenges and risks,
especially where sensitive student data is involved. Risk is invariably concentrated at the data storage layer because of
the scale of the underlying datasets and the multitude of potential threat vectors over time. Mechanisms provided by
cloud vendors must be integrated into a compliance framework specific to the educational institution — not simply that
of the vendor alone. Cloud-based services must demonstrate GDPR compliance to support the handling of retained EU
citizen data by non-EU based services, particularly with California’s CCPA legislation requiring similar levels of
compliance for personal information held in the USA.

7.1. Identity, access, and data protection Managing user identity during the learning process is vital for security and
privacy but is also important for personalization, since students require a profile containing not only personal but also
usage information. Therefore, the storage and protection of this information is fundamental. Authentication must ensure
only authorized access to the user account, whereas authorization should permit access to services according to their role
(e.g. student, teacher, system administrator). Identity and access management cover the processes and systems that
guarantee the right access to the right user in the right time. In the cloud model, the management of user identity and
authorization should follow federated identity principles. Truly federated identity enables a user to be recognized across
multiple networks, simplifying the login process and enhancing security.

Besides their profiles, student-generated data during the learning experience must also be stored appropriately. For
instance, shared content and forums are increasingly used for collaborative knowledge-building, where their personalized
use can enrich a student’s profile. The nature and amount of data stored by an educational service will depend on whether
the value of collecting this data is greater than the value of privacy provided by not storing it. Data protection measures
must be integrated with incident response policies capable of identifying, reporting, and managing information security
events and incidents. Not all organizations or services will be required to comply with the recognized standard that has
been put in place, but the standard should be respected in a way that improves the overall data protection and management
layer of the cloud.
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Fig 4: Artificial Intelligence Applied to Identity and Access Management

7.2. Compliance frameworks and auditability Compliance with formal legislation and frameworks is crucial for Al-
driven personalized learning. Institutions that leverage cloud services are ultimately responsible for how data is processed,
stored, and shared. Cloud providers implement a variety of technologies, policies, and compliance monitoring systems
to help safeguard their data and systems; among these are the ISO/IEC 27000 family of standards that cover both
information security management and data protection. Compliance certifications from these and other external parties
offer credence and reliability to customers, sharing the responsibility for adherence to stipulated policies and regulations.

Nevertheless, adopting an external compliance framework does not entirely alleviate the risk. Responsibilities still reside
with the institution, which bears the risk of receiving severe fines and sanctions for breach of laws and regulations even
if the cloud provider implements limited controls. Continuous auditing and monitoring of cloud solutions help counter
careless or malicious service use, internal breaches, compromise of user accounts and credentials, attacks using
compromised third-party services, failure to apply cloud provider-delivered updates, and insecure media exchange and
disposal practices.

7.3. Risk management and incident response Mitigating security risks requires a comprehensive approach to risk
management and incident response, involving a range of incident detection and prevention mechanisms, procedures for
reporting and responding to incidents, and incident response teams with the authority to act rapidly when incidents occur.
Risk management and incident response should be part of an organization-wide security strategy. The organization
establishes, implements, and maintains a risk management program that considers risks to the delivery of services,
compliance with applicable legal requirements, and all information, information systems, and suppliers. The organization
implements a risk management approach that considers the confidentiality, availability, and privacy of information in
accordance with the data classification policy. Risk assessments inform the determination of necessary security, privacy,
and data protection controls and are updated on a defined frequency.

Open cloud computing environments require a different approach to asset protection. Instances of authorized services
can be provisioned and decommissioned rapidly and shared with other organizations. An organization, therefore, cannot
rely solely on the operational management and protection of physical or logical safeguards around cloud services.
Multiple lines of defense detection and prevention controls must be deployed to protect against unauthorized access,
fraud, malware, and abuse of authorized cloud services. Alerts and triggers should be generated and responded to at the
appropriate levels of management and cybersecurity expertise. Audit logs should be reviewed regularly to detect
incidents, and known indicators of compromise should be monitored.

8. CONCLUSION

The ontological condition of the present contributes to the wariness about placing ultimate trust in Al systems. The hype
surrounding machine learning and natural language processing anticipated generalized artificial intelligences not merely
capable of impersonating humans but augmenting understanding through mimetic feedback. Some implementation
projects produced novel didactic models and transformative learning. Others descended into mirage or plagiarism. Cloud
infrastructure permits high-quality large-sample experimentation for precision regulation of Al-driven learning systems.
By modelling knowledge-building discourse on user activity and identifying open tasks, monitoring for DIY confusion,
and developing curricula suited to common learning pathways, educational service cloud providers position optimal
social relay instructors for the resources actually employed.
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Execution in scalable cloud architectures allows quality and engagement behaviour metrics to surpass human baselines,
either through careful management of existing resources or sensitive incorporation of generative capabilities. Less
thrillingly, achieving fairness and justice in dataset creation, training, testing, and deployment supports compliance with
existing jurisdictional protections. Although the wave of Al interest fed various disciplines, it remains distinct from global
warming and the sustainability challenge. Academia now provides a small number of pioneering Al learning systems that
evidence learning advantages over human-developed products, yet even ephemeral non-student interest is an obstacle to
sustained operation. Prospective developments might allow Al learning content and bridging services from categorically
different domains of knowledge expert to maintain student engagement status by frequent, tiny updates.

8.1. Future Trends The future expected trends in everything that we shall denote by the postfix "of things" should also
be applied to Al-driven cloud-enabled personalized learning platforms: For example, personalized learning that applies
to the industries and services of manufacturing, automobile, retail, textile, hotels, etc. If such future trends impact learning
platforms, then the other important parties in education should also have some impact on personalized learning platforms
and vice versa.

The timeline covering the introduction of Zoom classes, emergence of ChatGPT-like Al tools, the private sector coming
into online education with upskilling courses, the introduction of applications and tools leveraging generative Al such as
Canva Magic, and the resurgence of interactive ChatGPT-enabled products for K-12 (DALL-E-based ChatGPT online
games, Baido's Ernie Bot, and Google's Bard), etc., should be re-analyzed in a reverse order. The pace of learning and
transfer of learning, even transfer of knowledge acquisition by new technologies to human beings and online tools in
education, should be closely monitored on a real-time basis by researchers and developers.
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